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1 11,303,605 Domain name based visibility and policy enforcement in a segmented network
environment
2 11,223,643 Managing a segmentation policy based on attack pattern detection
3 11,171,991 Automatically assigning labels to workloads while maintaining security
boundaries
4 11,121,875 Enforcing a segmentation policy using cryptographic proof of identity
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different address spaces
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9 10,965,648 Enforcing instructions of a segmentation policy on a network midpoint
device
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11 10,924,355 Handling changes in a distributed network management system that uses a
logical multi-dimensional label-based policy model
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label-based policy model
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14 10,819,590 End-to-end policy enforcement in the presence of a traffic midpoint device
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15 10,805,166 Infrastructure-agnostic network-level visibility and policy enforcement
for containers
16 10,785,115 Allocating enforcement of a segmentation policy between host and network
devices
17 10,728,109 Hierarchical navigation through network flow data
18 10,701,090 Distributed network security using a logical multi-dimensional label-based
policy model
19 10,693,718 Updating management instructions for bound services in a distributed
network management system
20 10,608,945 Creating rules for labeled servers in a distributed network management
system
21 10,476,745 Infrastructure-agnostic network-level visibility and policy enforcement
for containers
22 10,326,650 Enforcing rules for bound services in a distributed network management
system that uses a label-based policy model
23 10,320,617 Representation of servers in a distributed network information management
system for efficient aggregation of information
24 10,277,460 Updating management instructions for bound services in a distributed
network management system
25 10,212,191 Automated generation of access control rules for use in a distributed
network management system that uses a label-based policy model
26 10,148,511 Managing servers based on pairing keys to implement an administrative
domain-wide policy
27 9,942,102 Handling changes in a distributed network management system that uses a
logical multi-dimensional label-based policy model
28 9,923,928 Automated generation of access control rules for use in a distributed
network management system that uses a label-based policy model
29 9,912,554 End-to-end policy enforcement in the presence of a traffic midpoint device
30 9,882,919 Distributed network security using a logical multi-dimensional label-based
policy model
31 9,882,783 Distributed network management using a logical multi-dimensional
label-based policy model
32 9,553,768 Determining, without using a network, whether a firewall will block a
particular network packet
33 9,509,574 End-to-end policy enforcement in the presence of a traffic midpoint device
34 9,485,279 Automated generation of access control rules for use in a distributed
network management system that uses a label-based policy model
35 9,397,892 Managing servers based on pairing keys to implement an administrative
domain-wide policy
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